NORTH ATLANTIC TREATY ORGANIZATION

Dr. Gansler Speaks at NATO Workshop

fter a series of very dra-

matic and terrilying

world events this past

year, the collective pub-

lic attention of the
United States and Europe has fi-
nally focused on the vast, com-
plex geopolitical, economic, and
technological upheaval that is tak-
ing place in the world. We no
longer need to be reminded that
we face a very real —and present
—set of new threats from a vari-
ety of asymmetric forces capable
of being directed against us from all parts
of the world.

Recent terrorist bombings in Kenya and
Tanzania, the conflicts in Bosnia and
Kosovo, the North Korean and Iranian
ballistic missile launches, the nuclear ex-
plosions in India and Pakistan, the grow-
ing proliferation of low-cost cruise
missiles, and the sophisticated cyber at-
tacks on the U.S. Department of Defense
computer systems have brought home
to all of us the very different nature of
the present and growing threats to our
national security.

While we cannot say for certain how
such new threats will evolve, they are
unlikely to go away. In fact, as transna-
tional terrorist elements and rogue na-
tions shift to biological and chemical
attacks (both at home and abroad) and
launch information warfare attacks on
our infrastructure (for example, against
our air traffic control systems and/or
our electronic financial systems), these
threats are clearly likely to grow in num-
ber and intensity.

Editor’s Note: Dr. Gansler spoke at a NATO
Workshop held in Norfolk, Va., on Nov. 12, 1998.
This information is in the public domain at
http://www.acg.osd.mil/ousda/speech/nor-
folknato.html on the Internet.
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“Technology is a potent weapon at our dis-
posal for insuring our collective security.. if
we learn how to use it wisely, understand its
limitations as well as its potential, and, per-
haps most important, recognize when not to
use it. When used properly; it can make the
difference for our future collective security.
This is both a challenge and an opportunity.”

—Dr. Jacques S. Gansler

All this is about to change. The
end of the Cold War, the breakup
of the Soviet Empire, the emerg-
ing power of rogue nations, the
rise of transnational terrorism,
and other equally destabilizing
geopolitical events, are trans-
forming our vision of 21st cen-
tury security needs and our
NATO military strategy. Two fun-
damental changes seem clear:

USDA&T)

Military Conflict — Dramatic
Transformation

Terrorist threats that rely on early 21st
century technology are, of course, only
one end of the spectrum of future threats
we must be prepared to face. We must
also prepare for a diverse and unpre-
dictable threat that combines more tra-
ditional forms of conflict with acts of
terrorism. And, even in these more “tra-
ditional” areas, that include everything
from small-scale — often urban — mili-
tary operations on up to nuclear war,
military conflict is being dramatically
transformed by the rapidly changing na-
ture of modern technology.

For the most part, this is nothing new.
Throughout history, advances in tech-
nology have directly and indirectly trans-
formed the course of warlfare. From spear
and longbow, to the invention of gun-
powder and dynamite, to the use of air-
craft and machine guns, and on to
nuclear weapons and ballistic missiles,
we have seen how revolutionary ad-
vances in weaponry have influenced the
nature and extent of combat. Up to this
point, however, the primary use of tech-
nology has always been to provide ad-
vantage to one side’s massed forces in
its efforts to defeat the other side’s
massed forces.

- First, the NATO Alliance will

see more Shor[, intense regional
conflicts (perhaps followed by ex-
tended “peacekeeping” operations).
And, second, NATO will seek to pro-
ject power without putting large num-
bers of its forces at risk. Massed forces
will be replaced by massed firepower,
precisely placed on targets. Modern,
“reconnaissance/strike” warfare, as it
is called, is based on real-time, all-
weather, accurate and secure surveil-
lance, reconnaissance, intelligence,
and communications systems com-
bined with long-range, unmanned,
“brilliant,” highly lethal weapons de-
signed to achieve precision kills (even
on moving targets).

Technology can also enable us to reduce
dramatically our response time to un-
predictable geopolitical events. The type
of regional conflict that we will see more
frequently in the 21st century will rarely
allow NATO six months to build up
forces and deploy them.

There also will no longer be “free” ports
or airfields. Aggression will be instanta-
neous, with little warning, brutal, and
difficult to defend against. This is par-
ticularly true in the case of aggression
by transnationals and international ter-
rorist organizations — because they are
willing to sacrifice themselves and their



own civilian populations, as well as hos-
tile civilian populations, to achieve their
objectives. In this environment, tradi-
tional means of deterrence may not be
highly effective.

Multinational Coalition
Operations

Our reaction to this new form of aggres-
sion must be swift and decisive. The first
few days, if not the first few hours, can
easily determine the outcome. Our re-
sponse must come within 24 hours, with
sustainability in place in seven days —not
in weeks or months. Such responsiveness
requires a significant change in doctrine,
tactics, organization, equipment, and —
particularly —decision making The NATO
Alliance will need to take transformational
steps to leverage this change.

The current and likely future geopoliti-
cal situation will most certainly involve
increased use of multinational coalition
operations. In the new geopolitical en-
vironment, each nation’s security be-
comes highly interdependent on the
willingness and ability of coalition part-
ners to act in concert when threatened
by hostile forces. Technology —when
proper coalition planning and imple-
mentation are achieved —enables us to
act effectively —in fact, synergistically —
to achieve the limited objectives we seek.

At a minimum, this means that NATO’s
systems must be fully interoperable and
secure. The rapid global spread of mod-
ern information technology makes this
possible; but some allied nations are not
moving rapidly to take advantage of it;
nor, when they do take advantage of it,
are they careful to assure its security.

Unfortunately, much of the new tech-
nology is also readily available to potential
enemies: commercial communications/
navigation/earth surveillance satellites,
biological/chemical weapons, and low-
cost cruise and ballistic missiles. If they
can't develop them on their own, they
can purchase them —and the skills to use
them —on the world arms market.

Importance of Partnering
Therefore, our coalition partners must
develop and deploy effective counter-

Interoperability is a
major challenge and one
of my fop priorities as
Under Secretary of
Defense for Acquisition
and Technology. We
simply cannot fight
effectively as a coalition,
within NATO, unless we
have fully interoperable
equipment and
communications — all of
which must be secure
and dependable.

measures: information warfare defenses;
vaccines and special medical agents
to counter biological and chemical
weapons; defenses against ballistic and
cruise missiles; and the ability to destroy
hard and deeply buried targets.

To stay ahead of the enemy, we must de-
velop these new defenses as partners.
For example: ballistic missile defense —
essentially hitting a bullet with a bullet

—poses a particularly difficult challenge;
and deploying an integrated NATO the-
ater missile defense system — one that
collectively hits all the incoming missiles
instead of all of us independently going
for the first one coming at us —is an even
more demanding technical and man-
agement problem. Unless all systems —
Sensors, weapons, and communications
—are fully interoperable, these complex
theater missile defense “systems of sys-
tems” cannot be effective.

Interoperability is a major challenge and
one of my top priorities as Under Sec-
retary of Defense for Acquisition and
Technology. We simply cannot fight
effectively as a coalition, within NATO,
unless we have fully interoperable equip-
ment and communications —all of which
must be secure and dependable. The his-
toric objective of multinational arma-
ments cooperation has been to achieve
cost reductions. While important, this
has become a secondary goal to the mil-
itary necessity of coalition force inter-
operability.

Perhaps the most important implication
of the rapid global spread of technology
is the need for NATO to accelerate its
technological advantage on the battle-
field in order to stay ahead of our
potential enemies. Since, as noted [pre-
viously], a terrorist or rogue nation can
easily acquire much of the required ad-
vanced technology on the world arms
market or from readily available com-
mercial sources, our advantage is quickly
eroded unless we keep at least two steps
ahead of the enemy. This requires not
only far greater technology transfer con-
trols —in militarily critical areas —it also
requires us to reduce cycle times signif-
icantly in the development and pro-
curement of new and modified weapons
systems. Current cycle times for major
systems run as long as 18 years. We must
begin to think in terms of very short
cycles (18 months is the norm for cur-
rent commercial information systems),
if we are to continue to outpace our
adversaries.

In order to meet the demands for such
vastly reduced cycle times, we must be
willing to abandon traditional methods
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of developing and procuring advanced
weapons systems. In addition, something
must be done about the cost of our de-
fense systems. Weapons that used to cost
in the thousands or hundreds of thou-
sands of dollars now cost millions or
tens of millions — some even in the bil-
lions. If we are to produce affordable sys-
tems quickly, we clearly must pursue
non-traditional acquisition approaches;
such as maximum use of commercial
equipment, as well as significant design
process changes, such as:

Treating unit cost as a military re-
quirement.

Use of the highly successful “open sys-
tems” approach to insertion of new
technology into existing weapons sys-
tems.

And (in the production area) use of
integrated civil and military commer-
cial assembly lines for defense-unique
items. We must take maximum ad-
vantage of the potential offered by flex-
ible manufacturing, as well as “lean”
design and production techniques.

We must also realize that, for at least the
next decade, new weapons systems will
not be fully deployed in sufficient quan-
tities to replace most current systems.
Thus, we will be fighting, for the most
part, with what currently exists. This has
already resulted in a serious aging and
obsolescence problem. This year, for ex-
ample, the average age of our military
aircraft is 20 years —although many of
them were originally designed for a life
span of 15 years.

Costs

The costs of operating and supporting
these systems are skyrocketing —and
their readiness is declining Therefore,
we must divert significant resources to
improve the reliability and maintain-
ability of this existing equipment and,
at the same time, upgrade performance.
Investments in modernization programs,
such as digitization of current battlefield
equipment, will enable us to do this. But
funds for modernization dollars have
been hard to come by.

Akey source for such funds is from a re-
duction in the excessive and inefficient
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support infrastructure that now exists.
Our logistics system, for example, is one
area where we can achieve more effec-
tive force projection, mobility, and rapid
response.

At the present time, more than one-third
of the total U.S. Department of Defense
budget is earmarked for logistics. Nearly
50 percent of our manpower is in logis-
tics. (In fact, military logistics support
personnel outnumber active combat
forces by two to one.) Here, as has been
clearly demonstrated by world-class
commercial logistics organizations, mod-
ern technology can come to our aid —
dramatically reducing inventory, per-
sonnel, and response times.

Typical examples are reductions of order-
to-receipt time from 40 days to four days,
with far fewer people and significantly
smaller inventory. Information technol-
ogy and rapid transportation, combined
with long-range precise weaponry de-
signed to hit targets without deploying
large quantities of combat forces or ma-
teriel, are the keys to improved logistics
performance at much lower costs. How-
ever, as the U.S. increasingly operates
within coalitions, it is important to note
that narrowly focused unilateral logis-
tics performance improvements will not
yield the desired benefits in responsive-
ness and cost savings that are expected.
Itis therefore important that the Alliance
work to adopt a corollary, common lo-
gistics system.

Transformation of

Defense Industrial Base

Since our future military requirements
are likely to be based on short-duration,
regional conflicts —using coalition forces
operating modern-technology equip-
ment and weapons systems that are fully
interoperable, and that are developed,
produced, and supported at low cost
and on very short cycles —we must sig-
nificantly transform our defense indus-
trial base to support us in this effort.

To accomplish this goal, the NATO Al-
liance must adopt a new approach to
Transatlantic Armaments Cooperation.
This new approach should satisly
NATO’s future defense requirements for

each of the participating nations. De-
pending upon the complexity and pro-
duction volume of the project, NATO
governments would select the approach
that maintains competition and shared
national responsibilities as far through
the procurement process as possible.

NATO and

Best Acquisition Practices

This new approach must draw on the
best acquisition practices being applied
in both the defense and commercial sec-
tors. NATO must take advantage of new
approaches, such as Advanced Concept
Technology Demonstrations (ACTD),
for dramatically reducing development
cycle times. NATO must also focus on
maximizing the use of commercial tech-
nologies and end items, especially in crit-
ical areas such as communications and
computing, where 18-month product de-
velopment cycles are common.

The task of harmonizing military re-
quirements, while primarily a govern-
ment function, must also be addressed
by industry because industry is involved
in the iterative process by which such
requirements are refined and their af-
fordability validated. The demands of
coalition warfare and the associated
requirement for interoperability of equip-
ment and systems have important im-
plications for each nation’s defense
within the alliance. Since it would ap-
pear that, in the future, there will be very
few areas where nations can afford a
unique, independent industrial capa-
bility, cooperation represents a tremen-
dous opportunity for creating greater
efficiency, increased interoperability, and
much less duplication.

Global Industrial Linkages
Adopting this new approach will require
government and industry to address
difficult issues. These include future
transatlantic industrial structures and
corresponding safeguards for military
technology. Here, the U.S. wants to en-
courage transatlantic (in fact, global) in-
dustrial linkages. This requires that we
pay increased attention to critical mili-
tary technology controls (not only in
legislation and required procedures, but
also in practice).



Industry (on both sides of the Atlantic)
has been asking us to put out “clarify-
ing guidance” on what added forms of
industrial multinational defense merg-
ers would be acceptable. In general, we
recognize the need for future coalition
warfare and the complementary clear
industrial trend of globalization, along
with the requirement for greater inter-
operability of allies’ equipment and the
potential of international companies to
achieve this. However, especially in the
cyber age, control of militarily signifi-
cant technology becomes even more crit-
ical —if we are to maintain our military
superiority.

Thus, we believe that we must establish
new security structures and stronger
multinational controls. There will be
some countries that have common legal
and ethical practices and enforcement.
They apply and enforce rigid technol-
ogy leakage and Third Country sales
controls. With these countries, we
should be able to relax some of our tra-
ditional foreign ownership controls —
while, of course, still applying the nor-
mal antitrust considerations, as well as
the normal security controls for all other
potential transatlantic linkages. We are
in the process of formalizing some such
new “clarifying guidance” with regard to
global industrial alliances.

Other issues that need to be addressed
include developing an efficient, effec-
tive NATO framework that addresses
transatlantic industrial cooperation; har-
monization of affordable military re-
quirements; security of supply; export
control procedures; security of infor-
mation; efficient use of research and tech-
nology funding; controls on ethical
behavior, (i.e., bribes), and treatment of
technical information and intellectual
property rights.

Plan Needed

We must develop a plan to identify ways
to overcome current impediments in
these areas. Development of this plan
should be a collaborative effort between
industry and governments. Responsi-
bility for developing this plan should be
assigned to a high-level Government and
Industry Task Force. The Task Force

We must develop a
plan to identify ways to
overcome current
impediments...
Development of this
plan should be a
collaborative effort
between industry and
governments.
Responsibility for
developing this plan
should be assigned
fo a high-level
Government and
Industry Task Force.

would include a steering group with rep-
resentatives at the Under Secretary or
CEO level and with lower-level working
groups assigned to address specific is-
sues and barriers. The agenda and life
span of the Task Force would be limited,
to avoid formation of yet another stand-
ing organization.

I hope that my remarks today on future
warfare and transatlantic cooperation

will be useful in your discussions on the
future of the NATO alliance in the 21st
century. Advanced technology holds
great promise in helping us to meet the
likely threats of late 20th and early 21st
century conlflicts. While vital to the suc-
cess of our future defense strategy, how-
ever, it must not be conceived as a deus
ex machina, capable in and of itself, of
assuring victory in combat. Clearly, there
is an issue of balance here as we apply
new technologies to future 21st century
conflicts.

Warfare, as Von Clausewitz has taught
us, is, after all, a human enterprise. As
such, it is inherently unpredictable. One
of the most difficult challenges for mod-
ern technology, therefore, is to cope with
unpredictable, and non-linear, behavior
in modern warfare and with a military
culture that is, and will remain, conser-
vative, traditional, and consequently,
highly resistant to technology change.
Elting Morison pointed this out so bril-
liantly in Men, Machines, and Modern
Times.

We must also keep in mind that none of
this technology will achieve its desired
effect if the combat forces do not know
how to use it or when to use it. It must
be fully integrated into our alliance mil-
itary doctrine, tactics, operations, and
forces; and the NATO decision-making
process must be transformed in order to
be able to respond in the reduced time
available.

Finally, we deal with geopolitical sit-
uations that are often no longer based
on conflict between nations and with
economic and sociological upheavals
that are profoundly unstable and
global in scope. Technology is a po-
tent weapon at our disposal for en-
suring our collective security under
these destabilizing, uncontrollable,
and unpredictable circumstances —if
we learn how to use it wisely, under-
stand its limitations as well as its po-
tential, and, perhaps most important,
recognize when not to use it. When
used properly, it can make the differ-
ence for our future collective security.
This is both a challenge and an op-
portunity.
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